by an employer or is the use of the technology a voluntary option for the subscriber or their caretaker. Till now, there This paper introduces the notion of location-based have been only a few cases which have ended in litigation intelligence by tracking the spatial properties and over the accuracy of a location fix, but as the number of behavior of a single civilian participant over a two-week LBS adopters sets to grow for niche application areas, it study period using a global positioning system (GPS) is predicted that a greater number of conflicts may arise receiver, and displaying them on a geographic between the end-user and stakeholders.
between the end-user and stakeholders. Liability is a key information system (GIS). The paper clearly shows the issue here, as is privacy [1] . power of combining speed (S), distance (D), time (T) and elevation (E) data with the exact longitude and latitude 2. Location-based surveillance position of the user. The issues drawn from the observation and the civilian's personal diary are useful in 2.1 Tracking people understanding the social implications of tracking and "Mobility is a basic and indispensable human activity monitoring objects and subjects using GPS. The findings that is essential for us to be able to lead independent lives show that while GPS has been used in some very on a daily basis" [2] . Someone who is moving can be innovative ways, there are a plethora of ethical dilemmas tracked manually or digitally. The information being associated with its use on civilians, even if they are gathered as the end-user moves around can be considered requesting a given service and paying for its utilization.
a type of "electronic chronicle" [3] . To allow oneself to From the information recorded during the field be tracked can be a voluntary act, but in most cases it is observation, a number of inherent technical limitations in imposed by a third party who has some control over the GPS were identified which add to the complexity of such end-user. Tracking is critical in the process "of people related areas as law and commerce. In conclusion, while motion capture, people behavior control and indoor video the benefits of GPSfor specific applications is apparent, surveillance" [4] . In this paper we do not consider safeguards need to be put in place to ensure that location information gathered using indoor tracking information gathered by the GPS is not misused or techniques such as knowledge representation or models of abused. One can envisage that if the wrong hands obtain temporal correlation, although these techniques could be location information records for individual subscribers complementary to outdoor GPS tracking. There are also that the potential exposure and risk might be even greater other techniques for tracking humans based on Assistedthan that ofstolen credit cards.
GPS (A-GPS) [5] Tracking data gathered by a GPS, such as route or vary from cell-based identification to nearest landmark, to point information, can be spatially represented in a the pinpoint longitude and latitude coordinates of an geographic information system (GIS). The GIS may object or subject. The application context is also contain multiple layers of information, from civic data to important-is information being gathered about employees administrative political data, statistical information and even non-earth unit data. The GIS can store trajectory * Carrying the GPS device -the device is carried in the data that is based on assumptions related to the end-user's participant's bag or pocket while walking. When historical speed and direction data, and static road/path driving, the device is placed securely in a dock. segment information. Related to this idea is the notion of * Tracking node limitation -the device is only capable "digital trail libraries", in effect the study of overlapping of collecting 2000 tracking nodes at a time. While GPS trails and their digital storage [9] . Morris et al. this is more than enough for a single day of tracking explain that GPS track logs, are sequences of precise it is not enough for more than one day. Care must be locations created by dropping a breadcrumb. While taken to ensure that track data is erased at the end of Morris' paper focuses on GPS for recreational activity, each day so there will be enough memory the there is the potential for "private" track logs to be following day. compared in order to find originating and terminating * Getting a signal -it takes about one minute to get a points of interaction between people. The outcomes of signal, so when the device is first turned on the user such an analysis fall into the category of location-based will have to wait until a signal is detected. intelligence. Consider the potential for "collision" alerts * Indoors -the device looses its signal when indoors of persons of interest. Access to the tracking data of an so when the signal is lost at a certain location it will end-user's records requires strict policing. Hengartner be assumed that the user is indoors. and Steenkiste (2005) reaffirm that " [l] ocation is a * Battery life -the manual indicates that the device can sensitive piece of information" and that "releasing it to get up to 14 hours of usage on two AA batteries. random entities might pose security and privacy risks"
Rechargeable batteries do not have enough power to [10] . They emphasize the need for individual and keep the GPS device running throughout an entire institutional policies and the importance of formal models day. Non-rechargeable batteries will be replaced of trust.
when they are running low.
3. Methodology 4.2 Graphical travel logs Figure 2 shows the participant's movements on day 10 Graphical analysis of track data also gives indications of the study (24th August during the same day of the week, in consecutive weeks.
The distance/speed graph shows similar patterns of traveling speed. In fact, the graphs of every single weekday were almost identical one week to the next, | Vlll typical of a university student pattern of behavior. The weekends did not vary that much either-an opportunity to go to work, take a break for some socializing, and return home for further study.
Detail of GIS
The GIS software used, provided details on the roads, Figure 7 
User awareness
Several days into the study the user indicated that it was easy to forget about the fact they were being tracked or observed (see section 6). Any activity that is carried out at length could easily become routine. By the end of the study the user was not concerned about being tracked but was more concerned about having to carry the device around. If GPS were to be enforced on parolees as a deterrent to crime, the participant felt it might lose Michael [14] has spoken of an emerging-uberveillanceIt has occurred to me that the pervasiveness of GPS an above and beyond almost omnipresent 24/7 tracking depends on the complexity and detail of the GIS surveillance. The problem, he has gone on to say, is that being used. The more information being displayed on a in human terms at least, "omnipresence will not always GIS such as landmarks, roads, side streets, the more equate with omniscience, hence the real concern for information about the person's movements are available. misinformation, misinterpretation, and information When I analyze my own movements at the end of the day, manipulation." In the case of the civilian participant I find myself sequentially and systematically recollecting observed in this study we cannot assume everything where I went, and reevaluating my motives for being based on his/her location. Being located in the bounds of there.
the "home" does not mean that the participant has gone to sleep or is inactive; while he/she is at "university" it does Day 11: Thursday 25th August 2005 not mean they are studying or in class; going to "work" I have noticed that so far my data is fairly 'static', (which happens to be a gymnasium) does not mean the based on my weekly and daily routines. For example, I civilian is working out; visiting the location of the regularly travel to University and my workplace at the "unibar" does not mean the civilian was drinking same time and day each week. I could also make the anything but cola; a "signal dropout" does not presume assumption that many people have stringent daily the civilian did not take a detour from their normal route; routines, especially people that are currently being and a "speed miscalculation" does not necessarily mean tracked using GPS. Intelligent systems could be the civilian was not speeding, they may have been in an developed to monitor these movements automatically.
alternate mode of transportation like an airplane, train or The system could analyze a person's movements over a speedboat. Thus while location can be revealing, it can week or two and develop a personalized information also be misleading. It is important that end-users of system that would create user profile based on their location based services, save for law enforcement, be able activities.
to "opt-out" of being tracked, rendering themselves "untraceable" for whatever reason. 
